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One Shot Schemes for Decentralized Quickest
Change Detection

Olympia Hadjiliadis, Hongzhong Zhang, and H. Vincent Poor, Fellow, IEEE

Abstract—This work considers the problem of quickest detection
with NV distributed sensors that receive sequential observations ei-
ther in discrete or in continuous time from the environment. These
sensors employ cumulative sum (CUSUM) strategies and commu-
nicate to a central fusion center by one shot schemes. One shot
schemes are schemes in which the sensors communicate with the
fusion center only once, via which they signal a detection. The com-
munication is clearly asynchronous and the case is considered in
which the fusion center employs a minimal strategy, which means
that it declares an alarm when the first communication takes place.
It is assumed that the observations received at the sensors are in-
dependent and that the time points at which the appearance of a
signal can take place are different. Both the cases of the same and
different signal distributions across sensors are considered. It is
shown that there is no loss of performance of one shot schemes as
compared to the centralized case in an extended Lorden min-max
sense, since the minimum of N CUSUMs is asymptotically optimal
as the mean time between false alarms increases without bound.
In the case of different signal distributions the optimal threshold
parameters are explicitly computed.

Index Terms—Cumulative sum (CUSUM), one shot schemes, op-
timal sensor threshold selection, quickest detection.

1. INTRODUCTION

HE problem of decentralized sequential detection with

data fusion dates back to the 1980s with the works of [1]
and [2]. We are interested in the problem of quickest detection
in an IN-sensor network in which the information available is
distributed and decentralized, a problem introduced in [7] and
[29]. We consider the situation in which the onset of a signal
occurs at different times in the /N sensors; that is, the change
points are different for each of the NV sensors. We also consider
the case of equal-strength and unequal-strength signals across
sensors, which in discrete-time models corresponds to the cases
of the same and different out-of-control distributions. We as-
sume that each sensor runs a cumulative sum (CUSUM) algo-
rithm as suggested in [16], [25]-[28] and communicates with a
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central fusion center only when it is ready to signal an alarm.
In other words, each sensor communicates with the central fu-
sion center through a one shot scheme. We assume that the N
sensors receive independent observations, which constitutes an
assumption consistent with the fact that the N change points
can be different. This setup has numerous applications espe-
cially in the detection of structural damage [3]-[5], [9], [11],
[12], [18]. So far in the literature of this type of problem (see
[16], [25]-[28]) it has been assumed that the change points are
the same across sensors. Recently, the case was also considered
of change points that propagate in a sensor array [20]. However,
in this configuration the propagation of the change points de-
pends on the unknown identity of the first sensor affected. In this
paper, we consider the case in which the central fusion center
employs a minimal strategy; that is, it reacts when the first com-
munication from the sensors takes place. We demonstrate that,
in the situation described above, at least asymptotically, there
is no loss of information at the fusion center by employing the
minimal one shot scheme. That is, we demonstrate that the min-
imum of N CUSUMs is asymptotically optimal in detecting the
minimum of the N different change points, as the mean time be-
tween false alarms tends to co, with respect to an appropriately
extended Lorden criterion [14] that incorporates the possibility
of N different change points. It is interesting that the asymp-
totic optimality obtained in the case of unequal-signal strengths
is stronger than that in the case of equal-signal strengths. In par-
ticular, it is seen that in the case of equal-strength signals across
sensors, the difference in performance of the N-CUSUM stop-
ping rule with equal thresholds across sensors and the unknown
optimal stopping rule is bounded by a constant as the mean time
between false alarms increases without a bound. This constant is
inversely proportional to the square of the signal strength and in-
creases logarithmically as the number of sensors increases. On
the other hand, in the case of unequal-strength signals across
sensors, the difference in performance of the N-CUSUM stop-
ping rule tends to O as the mean time between false alarms in-
creases without bound.

The communication structure considered in this paper is sum-
marized in Fig. 1, in which 7T} for< = 1, ..., N denote stopping
rules associated with alarms at sensors S; 2 = 1, ..., N, respec-
tively.

In the next two sections we formulate the problem and state
our results on the asymptotic optimality (as the mean time be-
tween false alarms tends to o), in an extended min-max Lorden
sense, of the minimum of N-CUSUM stopping rules in the case
of centralized detection. We then discuss the implications of
these results for decentralized detection.
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Fig. 1. One shot communication in a decentralized system of /N sensors.

II. THE CENTRALIZED PROBLEM:
THE BROWNIAN MOTION MODEL

In this section, we consider a continuous-time Brownian mo-
tion model. We begin with the case of equal-strength signals
across sensors and proceed to treat the case of unequal-strength
signals across sensors.

A. Equal-Strength Signals

We sequentially observe the processes {f’,(i);t > 0} for all

1 = 1,..., N with the following dynamics:
i dw” t< T
d&, "’ = W (1) =T (1)
wdt + dw, t>T7

where p1 > 0 is known and represents the signal strength,!
{wiz) } are independent standard Brownian motions, and the 7;’s
are unknown constants, with 7; representing the time point of
onset of the signal in sensor S;.

An appropriate measurable space is @ = C]0,00) X
C[0,00) X -+ x C[0,00) and F = UysoF;, where {F;}
is the filtration of the observations with F; = o{s <
t; (551)7 (N))} Notice that in the case of centralized de-
tection, the ﬁltratlon consists of the totality of the observations
that have been received up until the specific point in time 7.

On this space, we have the following family of probability
measures {Pr, ..}, where P, .. corresponds to the mea-
sure generated on () by the processes (5(1) £<N ) when
the change in the [V-tuple process occurs at time point 7;, ¢ =

., N. Notice that the measure P, .~ corresponds to the
measure generated on {2 by N independent Brownian motions
without drifts.

Our objective is to find a stopping rule 7' that balances the
tradeoff between a small detection delay subject to a lower
bound on the mean time between false alarms and will ulti-
mately detect min{ry,...,7n}.2

As a performance measure we consider the following gener-
alization of Lorden’s performance index [14]:

JN(T) =

sup essup Fr
TLyeney TN

.,’I'N{(T_Tl/\'"/\TN})+|-7:T1/\.../\TN} (2)

Due to the symmetry of Brownian motion, without loss of generality, we can
assume that g > 0.

2In what follows we will use 71 A ... A Ty to denote min{7y,..., 7n}.
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where the supremum over 7q,..., ,Tn 1s taken over the set
in which min{7,..., 784} < oo. That is, we consider the
worst detection delay over all possible realizations of paths
of the N-tuple of stochastic processes (f,fl), .. .5(1\ ) up to
min{r,...,7n} and then consider the worst detection delay
over all poss1ble N-tuples {71,...,7n} over a set in which
at least one of them is forced to take a finite value. This is
because T is a stopping rule meant to detect the minimum of
the IV change points and therefore if one of the N processes
undergoes a regime change, any unit of time by which T" delays
in reacting, should be counted towards the detection delay.
The performance index presented in (2) results in the corre-
sponding stochastic optimization problem of the form

. (]\7)
1%f JEN(T)

subjectto  Eo . oof{T} > 7. 3)

We notice that the expectation in the above constraint is
taken under the measure Pu, . This is the measure gener-
ated on the space 2 in the case that none of the N processes
(& (1) (A)) changes regime. Therefore, Fo, . oo{T} is
the mean time between false alarms, and  is the minimal
acceptable value for this quantity.

The optimal solution to (3), 7™, must be an equalizer rule.
That is, it must display the same detection delay regardless of
which of the processes {ft ;t > 0},4=1,..., N undergoes a
change first.

More specifically, let

P

J,L»(N)(T) = sup essupE. - {(T- 7'1')+|.7:t}
Ti ST, jF
fori=1,...,N.Thatis, Jqu)(T) is the detection delay of the

stopping rule 7" when 7; < min;;{7;}. Then
JMN(T) = max {Jl(N)(T)7 Iy, J}VN)(T)} (@)

The optimal solution to (3), T, satisfies

Iy = Iy = =0T 6

To see this, let us consider the case when N = 2. Let T be a
stopping rule such that J1(2)(T) < JQ(Z)(T). Consider another
stopping rule S, which stops as T' does, but observes f,(?) in
place of ft(l) and 5}1) in place of ft@). It follows that

JE(S) = () and JP(8) = JP(T).
We trivially also have that
Eev 00{S} = Eco,co{T}.

Now let us use a binary random variable X € {0, 1}, which is
independent of {F:}, to construct a randomized stopping rule
adapted to F; = F; V o(X)

T=XT+(1-X)S. (6)
It is easy to observe that
Boo oo{T} = B oo{T}

and
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T (1) = I (1)
- % [JI(Z)(T) + JQ(Z)(T)] < J$(T)

which, implies
T < JA(T)

by (4). Therefore, the optimal solution to (3) must satisfy (5).3

In the case of only a single observation process (say {&51)}),
the problem becomes one of detecting a one-sided change in
a sequence of Brownian observations, whose optimal solution
was found in [6] and [21]. The optimal solution is the contin-
uous-time version of Page’s CUSUM stopping rule, namely, the
first passage time of the process

1 _ dPr, (1) (1)

Yy = 031;111)<t10g P =wu;,’ —m;’ where (7)
uy? = pggt %;ft )
and
o = it 0
The CUSUM stopping rule is thus
T, = inf{t > 0,y > ,,} (10)

where v/ is chosen so that oo {T, } = > f(v) = v, with f(v) =

e’ — v — 1 (see, for example, [10]) and

JO(T,) = E{T,} = %f(—v)- (11)
The fact that the worst detection delay is the same as that in-
curred in the case in which the change point is exactly O is a
consequence of the nonegativity of the CUSUM process, from
which it follows that the worst detection delay occurs when the
CUSUM process at the time of the change is at 0 [10].

We remark here that if the N change points were the same
then the problem (3) would be equivalent to observing only one
stochastic process which is now N-dimensional. Thus, in this
case, the solution is the same as that given in the above para-
graph with yt(l) replaced by the projection of (yt<1)7 e ,yt(N))
onto the N-vector of all 1’s.

Returning to problem (3), it is easily seen that in seeking so-
lutions to this problem, we can restrict our attention to stopping
rules that achieve the false alarm constraint with equality [17].
The optimality of the CUSUM stopping rule in the presence of
only one observation process suggests that a CUSUM type of
stopping rule might display similar optimality properties in the
case of multiple observation processes. In particular, an intu-
itively appealing rule, when the detection of min{r,...,7n}
is of interest, is 7;, = T} A ... AT, where T} is the CUSUM
stopping rule for the process {ffl); t >0} fori =1,...,N.
That is, we use what is known as a multi-chart CUSUM stop-
ping rule [23], which can be written as

7y(N)} > h}

3Although T of (6) is measurable with respect to the enlarged filtration { F, 1,
the optimal solution to (3) must be adapted to the original filtration {F,}.

T, :inf{t > 0: max{ @ (12)
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where

o

sup lo dP,
P 108

1
/Lf — —u2t — mf </LE( ) 2“ 3)

and the P, are the respective restrictions of the measure
P. . . .-, toCJ0,00).
It is easily seen that
J(N)(Th) = EO,oo,..

.,oo{Th} = Eoo,O,oo,...,oo{Th}

= Eoo ..... 00, O{Th}

This is because the worst detection delay occurs when only
one of the N processes changes regime. The reason for this lies
in the fact that the CUSUM process is a monotone function of
1, resulting in a longer on average passage time if ¢ = 0 [19].
Thus, the worst detection delay will occur when none of the
other processes changes regime, and due to the nonnegativity of
the CUSUM process the worst detection delay will occur when
the CUSUM process of the remaining one process is at 0. We
also point out that the proposed rule (12) also satisfies (5). That
is, it is an equalizer rule.

Notice that the threshold %~ is used for the multi-chart
CUSUM stopping rule (12) in order to distinguish it from v, the
threshold used for the one sided CUSUM stopping rule (10).

In what follows, we will demonstrate the asymptotic opti-
mality of (12) as 7 — oo. In view of the discussion in the pre-
vious paragraph, in order to assess the optimality properties of
the multi-chart CUSUM rule (12) we will thus need to begin by
evaluating Fo o, {Th} and Eos . oo{Th}.

Since the processes {£t bi= 1 ..... , N, are independent, it
is possible to obtain a closed-form expression through the for-
mula

(13)

oo{Tn}

:/ PO,oo, .,00 Th>t)
0

:/ Pooro ({TE >t} 00 {TN > }) dt
0
/ Po(T > t) [P (T} > )]Vt (14)
0

Similarly
Eoo,...,oo{Th}:/ [POO(T,}>t)]th (15)
0

where {T}, > t} = {sup0<g<,yS < h}. In other words, the
evaluation of (14) and (15) is possible through the })robablhty
density function of the random variable supy< <, ys * for arbi-
trary fixed ¢, which appears in [15].

In order to demonstrate the asymptotic optimality of (12) we
bound the detection delay J&V) of the unknown optimal stop-
ping rule 7™ by

Eoco,..oolTn} > JN(17),

(16)
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Fig. 2. (Left) Case of p = 0.5. (Middle) Case of 1z = 1. (Right) Case of ¢ = 2. (Note that the differences between the upper and the lower bounds are all

bounded as 7 increases). (a) g = 0.5 (b) g =1 (c) p = 2.
where h is chosen so that
(17)

It is also obvious that J(¥)(T*) is bounded from below by the
detection delay of the one CUSUM when there is only one ob-
servation process, say only the first one, in view of the fact that

sup  essup Eﬁ,...,‘rN{(T —T AN TN)+|-7:‘I'1/\.../\TN}

> sup essup Er, {(T - ﬁ)J’Iﬁ(})}

T1
where fT(ll ) = af{s < q; 551)}. Notice that the above inequality
holds for all T" adapted to the filtration {ffl)}. The stopping
rule that minimizes sup,, essup E. {(T — 7'1)'|'|.7-'T(11 )} is the
CUSUM stopping rule T, of (10), with v chosen so as to satisfy
EAT,} = 7. (18)

We will demonstrate that the difference between the upper and
the lower bounds

Eovo...co{Tn} > JN(T*) > Eo{T,} (19)

is bounded by a constant as v — oo, with h and v satisfying
(17) and (18), respectively.

Lemma 1: We have

2 Nu?
Eo o co{Th} = E [log’y + log 2“ -1+ 0(1)] (20)
as vy — 00,
Proof: Please refer to Appendix A for the proof. O

Moreover, it is easily seen from (11) that

> 21

2 w?
E{T,} = el logy +log— —1+0o(1)].
Thus, we have the following result.

Theorem 1: The difference in detection delay J() of the
unknown optimal stopping rule 7™ and the detection delay of
T}, of (12) with h satisfying (17) is bounded above by

2
— log N
I

as y — oo.
Proof: The proof follows from Lemma 1 and (21). O

Remark: Since JW)(Tj,) increases without bound as
v — 00, Theorem 1 asserts the asymptotic optimality of T},.

The upper and the lower bounds on detection delay for the
optimal stopping rule, when g is 0.5, 1, and 2, in the case that
N = 2 are shown in Fig. 2.

We now proceed to treat the case of unequal-strength signals
across Sensors.

B. Unequal-Strength Signals

In this subsection, we consider the case in which the signal
strengths can be different across sensors. That is, we sequen-
tially observe the processes {f,@; t>0}foralli =1,...,N
with the following dynamics:

df}i) — { dwt(i)7 t< T

1- (22)
uidt+dwt<), t>m7

where {1;} ., are known, with
max{p;} > min{p;} > 0;
2 K2
and {wt(i)} and 7;’s are as before.
In order to incorporate the fact that we may have different

signal strengths after the onset of a signal, we employ a general-
threshold N-CUSUM stopping rule

s y™
Ty = inf { t > 0; max { =— ¢ >1 (23)

e b

where i = (hy, ho,...,hy) is used to denote the vector of
thresholds.
The constraint (17), namely

Eoo,...,oo{Th} =7,

does not uniquely determine the vector /. However, (13) implies
that the optimal choice of thresholds satisfies

(24)

EO,oo ..... oo{TTL} = Eoo,O ..... oo{Th} = ... = Eoo ..... oo,O{TFL}

We provide an explicit condition on thresholds such that (25)
holds.

Lemma 2: For h = (hy, ha, ..., hy) such that

1 1 1
c(hy—1)=—(hy—1)=...= —(hy — 1
/fi’(l ) u%“ ) u?v(N )

(26)
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(25) holds asymptotically, and

JNN(Ty) = 7)

2
= —(h1 — 1) +0(1)
241
as h;y — oo.

Proof: Please refer to Appendix A for the proof. O

Not surprisingly, Lemma 2 suggests common thresholds
across sensors in the case of equal-strength signals. In the case
of unequal-strength signals, we discuss the optimality of the
N-CUSUM with thresholds determined by (24) and (26).

Without loss of generality, let min; {p;}. We
will demonstrate the asymptotic optimality of (23) when
p1 < mingsi{p}.

We begin by bounding the detection delay JV) of the un-
known optimal stopping rule T both above and below by

(™) (N) s i
JEN(Ty) > J5N(T*) > 12{%}3\[{E0{Tw}} (28)

where {v;}, are chosen so that
Ex{T.}=7~, i=1,...,N. (29)

We will demonstrate that the difference between the upper and
the lower bounds tends to zero as v — oo, with A and v; satis-
fying (24), (26), and (29).

Lemma 3: Forhi = (hy, ha, ..., hy) satisfying (24) and (26)

7 2 3
TN(T,) = =5 [logvy + 10g% —1+01)|  30)
Hi
asy — 0o.
Proof: Please refer to Appendix A for the proof. O

It is worth pointing out that Lemma 3 justifies us in ignoring
signals with stronger strength as long as only asymptotic be-
havior is concerned. Comparing the result of Lemma 3 with (21)
for ;1 = p1, we have the following result.

Theorem 2: The difference in detection delay JY) of the
unknown optimal stopping rule T and the detection delay of
Ty, of (23) with 7 satisfying (24) and (26) converges to zero as
vy — oo.

Proof: Clearly, the asymptotic lower bound in (28) is
Eo{T},}. From Lemma 3 and (21) we obtain

JI(Ty) = JONT™) < JN(Ty) — Bo {T},} = o(1)
O

as y — oo.

The upper and the lower bounds on detection delay for the
optimal stopping rule, when p1 = 0.5 and o2 = 1.2pu9, u1 =1
and po = 1.2p1, p1 = 1 and ps = 1.5u4, for the case N = 2
are shown in Fig. 3. An important observation is that the con-
vergence of the upper and the lower bounds is faster for stronger
signal strength, and for larger ratio between the stronger signal
strength and weaker signal strength.

We now treat more general cases in which

/LIZMZ:--~:Mk<I}1>iII€1{Ni} (€29)
with 1 < k£ < N.4 In such cases, the N-CUSUM with thresh-
olds chosen by (26) behaves asymptotically like the k-CUSUM
with equal thresholds. This is because, as far as the asymptotic
behavior is concerned, only the first & processes with weakest
signal strengths need consideration and all the other N — k pro-
cesses with stronger signal strengths can be ignored.

More specifically, we have.

Lemma 4: Under (31), for & = (hq, ho, ...,
(24) and (26)

hy) satisfying

%) 2 ki
1
asy — 00.
Proof: Please refer to Appendix A for the proof. O

By examining the asymptotic difference of the upper and the
lower bounds in (28), we obtain the following.

Theorem 3: When the number of signals with weakest
strengths is k, the difference in detection delay J (V) of the
unknown optimal stopping rule 7% and the detection delay of
Ty, of (23) with £ satisfying (24) and (26) is bounded above by

2
2 log k
as y — o0.
Proof: The asymptotic lower bound in (28) is Eo{T}, }.
From (21) and Lemma 4, we obtain

TN (1) = TN (1) < TMN(13) - Bo {13, }

IN

2
— logk + o(1)
125

O

as y — oo.

4The case of k = N and that of K = 1 are already treated in Theorem 1 and
Theorem 2, respectively.
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The consequence of Theorems 1, 2, and 3 is the asymptotic
optimality of (23) in the case in which all of the information
becomes directly available through the filtration {3} at the fu-
sion center. We notice, however, that this asymptotic optimality
holds for any finite number of sensors N. Moreover, the more
diverse the signal strengths are, the better the asymptotic opti-
mality we achieve.

We now discuss the results under discrete observation.

III. THE CENTRALIZED PROBLEM: THE DISCRETE-TIME
MODEL

In this section, we consider a discrete-time model. It is as-
sumed that the in-control distributions of the observations are
the same across sensors. We then treat separately the cases in
which the out-of-control distributions are the same and different
across sensors.

A. Common Out-of-Control Distributions

We sequentially observe N mutually independent processes
{¢9:n > 1}, i = 1,..., N, with the following probability
density functions (with respect to a o-finite measure \):

@) (.CE)/ n<T; 33
o { $O@), n>mn =
where go.(z) and g(()i)(x) = go(z) foralli = 1,..., N, rep-

resent the distributions of the observations before and after the
onset of the change in sensor .S;, and the 7;’s are unknown pos-
itive integers, with 7; representing the time point of onset of the
change in sensor S;.

An appropriate measurable space is 2 = R x R* x .. .R*>®
and F = U,>1F,, where {.7-' } is the ﬁltratlon of the observa-
tions with F,, = o{k < m; (Ek b ,Ek )} Notice that in the
case of centralized detectlon the filtration consists of the totality
of the observations that have been received up until the specific
point in time n.

Analogously to the Brownian motion observation model, on
this space, we can define the family of probability measures
{Pr,,. rx} as before. In order to appropriately formulate this
problem in discrete time we need to specify assumptions re-
garding the probability density functions go(x) and g (z). To
this effect, let us consider the projection of -, . . on the ith
component of 2, with special attention to Pl(l) and P, for all

1 =1,...,N.Letus also define the log-likelihood ratio
, a8 (&)
Z) = log — % (34)
Yoo (gn )
for which we assume that forallz =1,..., N
—o0 < B {ij)} <0<EY {Zﬁj‘)} <oo (35
% { } < o0 (36)
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and that the Z, (@) are nonarithmetic with respect to P(') nd
P,. We note that E; ){Z )} is the Kullback-Leibler diver-
gence D(q0 ||goo ), Which can also be written as

. (4) .

1) =D (4ll9) = [10g -0 ()7 ().

Our objective is to find a stopping rule 7' that balances the
tradeoff between a small detection delay subject to a lower
bound on the mean time between false alarms and will ulti-
mately detect min{7y,...,7n}.

As a performance measure we consider the following gener-
alization of Lorden’s performance index [14]:

(37)

N
TENT) =
sup  essup Er, AT =11 A ATN+ D) T Frn arn }
T13--3TN
(33)
where the supremum over 74, ..., ,Tn 1S taken over the set in

which min{r,...,7v} < oo. The performance index pre-
sented in (38) results in the corresponding stochastic optimiza-
tion problem of the form

inf TN (1)

subject to E (39)

Then similar arguments as before apply. In particular, the op-
timal solution to (39), T, still satisfies (5).

In the case of only a single observation process (say {S,(Ll) b,
the problem becomes one of detecting a one-sided change in the
distribution of a sequence of discrete observations, whose op-
timal solution was found in [17]. The optimal solution is Page’s
CUSUM stopping rule, namely, the first passage time of the
process

dP(l)
y) = sup log — =u) —mY  where (40)
1< <n dPoo
="z, (41)
k=1
and
(1) = min u(l) 42)
1<k<n
The CUSUM stopping rule is thus
T} =inf {n > 1590 > v} 43)

where v is chosen so that Ex{T}} = ~. Then J4)(T1) =
Efl) {T''}. Stopping rules involving likelihood ratios of discrete
time models of the type described in (33), are characterized by
overshoot of the threshold v. For this reason we define>

= lim EY {yp: — v} (44)
6= B0 {mQ} (45)

and

5k is also the limiting expectation of overshoots of the one-sided sequential
probability ratio test (SPRT), i.c., k; = lim, _, o E{{ qu — v};see [23, p.
323] and [30, Theorem 4.1] for details. ’
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o=t 50 oo (59 )]}

where i, = inf{n > 1; ug) > v}. From Lemma 1 of [23] (or
Theorem 3 of [13]) we have that as v — oo

. 1
BT} = B {T)} = 57—
IV(Ry)?

and using similar arguments to the ones in [23, p. 323], it follows
that

(46)

e’'[14+o(1)]; 47

BV {1} = BV 1)} = (1) W+ Bt ) +oll). (48)

Returning to problem (39), we will focus on the performance
of the N-CUSUM stopping rule (12). Just as in the Brownian
motion case, we have

J( )(Th) El,oo,...,oo{Th} = Eoo,l,oo,...,oo{Th}

(49)
Moreover

Brce,.oolTn} > J50(1%) > BV {11} (50)
where h and v satisfy (17) and (18), respectively. We will
demonstrate that the difference between the upper and the

lower bounds is bounded by a constant as y — oo.

Lemma 5: We have

El 00, .0y oo{Th}
I(l) [log’y + log (NI( )(R;)? ) + 61 + m] +o(1)
9o
(5D
asy — 00.
Proof: Please refer to Appendix B for the proof. O

Moreover, it is easily seen from (47) and (48) that

BT
1
= @ [logv + log (Ié;)(Rl)Q) + 61+ m] +o(1)
(52)

as 7 — oo. Thus, we have the following result.

Theorem 4: The difference in detection delay JI(DN) of the
unknown optimal stopping rule 7™ and the detection delay of
Ty of (12) with h satisfying (17) is bounded above by

I(l) log N,

as y — 00.
Proof: The proof follows from Lemma 5 and (52). O

Since JJ (T}) increases without bound as v — oo, The-
orem 4 asserts the asymptotic optimality of T},
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We now proceed to treat the case of different out-of-control
distributions across sensors.

B. Different Out-of-Control Distributions

In this subsection, we consider the case in which the
out-of-control distributions can be different across sensors.
That is, we sequentlally observe N mutually independent
processes {£n in > 1}, 7 = 1,..., N, with the following
probability density functions (w1th respect to a o-finite measure
A):

goo(Z), Mm< T

@ o § 9=
& {%%@,an

where goo(2) and g( )( ) represent the distributions of the ob-
servations before and after the onset of the signal in sensor S;,
with

(53)

00 > max {Ig(;)} > mLm {Ig(;)} > 0;

and the 7;’s are as before.
We will focus on the performance of the V-CUSUM stopping
rule (23) with i = (hyq, ho, ..., hy) satisfying (24) and
El,oo,...,oo{Th} = Eoo ..... oo{Th} = = Eoo,...,oo,l{Th}-
(54)

We provide an explicit condition on thresholds such that (54)
holds.

Lemma 6: For i = (hy, ha, ..., hy) such that

1
—ph+ P+ r) = (2 5 (ha + B2 + ko)
go

£90
s
= by + By +rx)  (55)
Igo
(54) holds asymptotically, and
Ty (Th) = ﬂMM+m+mHWU (56)
as h; — oo.
Proof: Please refer to Appendix B for the proof. O

It is easily seen that Lemma 6 suggests common thresholds
across sensors in the case of common out-of-control distribu-
tions. In the case of different out-of-control distributions, we
discuss the optimality of the N-CUSUM with thresholds deter-
mined by (24) and (55). ‘

Without loss of generality, let I_(SO) = min;{I, (@ )} We will
demonstrate the asymptotic optimality of (23) when Iéo) <
min; s {I 90 }

Just as in the Brownian motion case, we have

(V) (N) (1) pryri
TR0 > 70" > max {67

where {v;}¥ | are chosen according to (29). We will demon-
strate that the difference between the upper and the lower

Authorized licensed use limited to: loannis Stamos. Downloaded on July 17, 2009 at 17:22 from |IEEE Xplore. Restrictions apply.



HADIJILIADIS et al.: ONE SHOT SCHEMES FOR DECENTRALIZED QUICKEST CHANGE DETECTION

bounds tends to zero as 7 — oo, with & and v; satisfying (24),
(55), and (29).

Lemma 7: Forh = (hy, ha, ..., hy) satisfying (24) and (55)

J(N)( )
(1) [log’y +log (I(l)(Rl) ) + 61+ nl} +o(1) (58)

asy — oo.
Proof: Please refer to Appendix B for the proof. O

It is worth pointing out that Lemma 7 justifies us in ignoring
changes with larger Kullback-Leibler divergences as long as
only asymptotic behavior is considered. Comparing the result
of Lemma 7 with (52), we have the following result.

Theorem 5: The difference in detection delay J}, (M) of the

unknown optimal stopping rule 7™ and the detectlon delay of
Ty, of (23) with f satisfying (24) and (55) converges to zero as
v — 0.

Proof: Clearly, the asymptotic lower bound in (57) is

E?) {T} }. From Lemma 7 and (52) we obtain
TN (Ty) = IS(T*) < TS(Th) — By {T), } = o(1)
asy — 00. O

We now treat more general cases in which

I =10 = = 1) <min{ID}  (59)

with 1 < k£ < N.6 Without loss of generality, we also assume

that

(R1)%e Mitr — max {(R

2 Bi+ki
1<i<k ) }

(60)

Thus, by (52)

150} e o )
s BT = e {#0{T2 )
(61)
In such cases, we have the following.
Lemma 8: Under (59) and (60), for i = (hy,ha,...,hy)
satisfying (24) and (55), as v — o0
JMN(T3)
L) log | 1Y) ; R:)%r; 1
(1) ogy+log | 1) Z( ri | +B1+k1|+o(1)
=1
(62)
where
r; = e(Pi=BOF(Ri—r1)
Proof: Please refer to Appendix B for the proof. O

By examining the asymptotic difference of the upper and the
lower bounds in (57), we obtain the following.

6The case of k& = 1 is already treated in Theorem 5.
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Theorem 6: When (59) and (60) hold, the difference in detec-
tion delay JI(DN) of the unknown optimal stopping rule 7* and
the detection delay of T, of (23) with £ satisfying (24) and (55)
is bounded above by

as y — oo.
Proof: The asymptotic lower bound in (57) is Efl){Tyl1 }.
From (52) and Lemma 8 we obtain

TN (1) — T < TN(Ty) — D {11}
k 2
1 R;
S mlog Z <R_1> Tj + 0(1)
go =1
as -y — o0. O

The consequence of Theorems 4—6 is the asymptotic opti-
mality of (23) in the discrete-time models described in (53).
We notice, however, that this asymptotic optimality holds for
any finite number of sensors N. Moreover, the more diverse the
out-of-control distributions are, the better the asymptotic opti-
mality we achieve.

We now discuss the implications of the above results for de-
centralized detection in the case of one shot schemes.

IV. DECENTRALIZED DETECTION

Let us now suppose that each of the observation processes
{551)} become sequentially available at its corresponding
sensor S;, which then employs an asynchronous communica-
tion scheme to the central fusion center. In particular, sensor S;
communicates to the central fusion center only when it wants
to signal an alarm, which is elicited according to a CUSUM
rule T,j . as in (10). Once again the observations received at the
N sensors are independent and can change dynamics at distinct
unknown points 7;. An example of such a case is described
in [5], where the motivation suggested arises in the health
monitoring of mechanical, civil, and aeronautic structures.
In this treatment, the vibration-based and health-monitoring
problems translate into the identification and monitoring of
the eigenstructure of a state transition matrix of a linear dy-
namical state—space system excited by noise [9], [11], [12],
[18]. This is achieved in practice by detecting a change in an
associated residual vector. In [5] it is characteristically pointed
out that the individual subspace-based tests, monitoring each
residual-vector component, appear to behave in a reasonably
decoupled manner and to perform a correct isolation of the com-
ponents of the vector parameter that has changed. This setup
the distinct change points 7; correspond to the change points
of the value of each residual-vector component. The decoupled
manner in which each residual-vector component behaves
corresponds to the fact that there is absence of across-sensor
correlations. The fusion center, whose objective is to detect
the first time when there is a change in at least one of the
residual-vector components, devises a minimal strategy; that is,
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it declares that a change has occurred at the first instance when
one of the sensors communicates an alarm. The implication of
Theorems 1-6 is that in fact this strategy is the best, at least
asymptotically, that the fusion center can devise, and that there
is no loss in performance between the case in which the fusion
center receives the raw data { Et(l), . ‘t(N)} directly and the
case in which the communication that takes place is limited to
the one shown in Fig. 1. To see this, consider the general case
in which the first & out of N sensors receive the same signal
strength after the onset of a signal or, equivalently, in discrete
time the case in which & out of the N out-of-control distribu-
tions are the same. Then the rule suggested by Theorem 3 is

Th =Ty Ao ATE A AT N AT

with i = (h,..., h,hgt1,..., hy) so that, at least asymptoti-
cally, (25) holds. Thus, the detection delay of T} is the same, at
least asymptotically, regardless of which of the sensors S; draws
the alarm of detection first. The mean time between false alarms
for the fusion center that uses the rule T is thus Eos oo {T5}.
But Theorems 1-6 assert that this rule, namel,y 7%, is asymp-
totically optimal as the mean time between false alarms tends to
oo in the centralized case for any finite /V. In other words, the
CUSUM stopping rule T}, is a sufficient statistic (at least asymp-
totically) of the minimum N possibly distinct change points.
That is, the stopping rule 7T} is an asymptotically optimal solu-
tion to the problems of quickest detection presented in (3) and
(39).

V. SUMMARY

The main contribution of this paper is that it shows that one
can distribute most of the work of change detection in sensor
network to the sensors without any loss of performance, at least
asymptotically, both in the case of continuous-time models and
in the case of discrete-time models. The applications of this
setup are numerous, and we have noted in particular the detec-
tion of the individual components in a vector parameter corre-
sponding to the eigenstructure of linear dynamical state—space
models. Such models have been extensively used to describe
for monitoring the health of mechanical, civil, and aeronau-
tical structures [9], [11], [12], [18]. The assumption of across-
sensor independence is realistic at least in the particular exam-
ples which are described in detail in [5]. Moreover, the setup
treated in this paper is also relevant to the case in which the
change points propagate in a sensor array [20]. This is because
even in this configuration the propagation of the change points
depends on the unknown identity of the first sensor affected.
In our paper, we give explicit formulas for the optimal sensor
threshold selection which becomes particularly relevant in the
general case in which the observation out-of-control distribu-
tions or the signal strengths are different across sensors.

APPENDIX A
THE CONTINUOUS-TIME BROWNIAN MOTION MODEL

As an illustration for the general case, let us prove the results
for N = 2. The general case for N > 2 will be discussed
afterwards.

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 55, NO. 7, JULY 2009

We begin by writing down the probability distributions of
CUSUM stopping rule for single observation process appearing
in [15]. For h; > 2,4 = 1,2, we have

}L?i
. hy . e
Py (T, >t) =2e% > u (¢5$)) ¢ sl
n>1
and
u2t
i hy; . -t
Poo(Th, > 1) =2e"7 > u (9510) ¢ seon? o)
n>1
h; X _ Hff i
+ 2" 2w (77(1)) e 8cosh2 )
p,ft
= A(hi7t) + B(hi)e_scosﬂ (1)
where
T — sin T cos T
() sinh?®
o) = ——— 7
sinh z coshz — x
and
) 2
tan(ﬁgf) = —}—¢£f) <0
Vi
(@) _ 240
tand,’ = }—Hn >0
Vi
and
) 2 .
tanhn(z) = h—n(z) > 0

Using the above notation, we can use (14) and (15) to derive
expressions for By oo {Th}, Foo,0{Ts}, and E oo {T% }, where
h = (h1, ha). In particular, we have

Eooo{Th} = / Py (T, > t) P (T3, > t) dt
J0
= / Py (T, > t)
J0

!
X A(hg,t)+B(h2)e 8cosl;277(2)‘| dt

= Il(hl, }LQ) + 12(}L17 hg)
Eooo{Th} = / Poo (T, > t) Py (T, > t) dt
J0

:/0“’

x Py (Ty, > t)dt
= Il(hg, }Ll) + 12(}L27 hl).

A(ha,t) + B(hl)e_m]

and

Faoe{Tik = [ P (T}, > 0 P (12, > 1) ds
0

:/Ow

A(}Ll., t)A(hm t)

}L%i

+B(h2)A(h1 t)eim dt
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W20

+ / B(}Ll)A(}L%t)eimdt
J0

2

2
pit uit

+ B(hl)B(h2)/ ¢ Sy S i
0
= I3(h1,ho)+Is(h1, he)+1s(ha, hy)+15(h1, ha).

Let us examine the asymptotic behavior of I (h1, ko) through
I5(hy, ha) as hy, ha — co. We have four preliminary results to
help us:

Result 1:

291 2 0(2)
2 ()0 () i e < C
p3cos? by + p3 cos? b

m,n>1

(63)

where
7 2dxdy

o:// .
o Joo /(1+a2)(1+y?) (ui+u3+u3e? + 13y?)

Result 2: For o) = 8 (o) = ¢, resp.),i = 1,2,

. . 1
Result 3: Asymptotically
eV =hi = gy@e=m™ 4 (6‘3"“)) (65)

and
B(hy) = 14 2pWe=2" _3e=20 4 0 (e—Q”“)) (66)

as h; — oo.

Result 4: If there exists an o > 0 such that h; — ahy = O(1)
holds asymptotically as hy, ha — 00, then we have

lim Il(hl, hg) = i %im Il(hg, hl) =0 (67)
e’} 1,ha—00

}Ll,h2—> PRL

. 2
hl}gri»oo |:Iz(h1, h2) — u_%(hl — 1):| =0 (68)

and

. 2
hl,lhlgni)oo |:12(h2, hl) - ’u—%(hg - 1):‘ =0. (69)

In the following paragraph we shall prove our lemmas for
N = 2 in the order: Lemma 2 — Lemma 3 — Lemma 1. Then
we discuss the asymptotic behavior of the N-CUSUM for N >
2, and prove Lemma 4 at the end.

Proof of Lemma 2: By Result 4, we have under the con-
straint (26) that

T (T}) = Eoco{Th} + o(1)
= FEwo{Th} + o(1)

- %(hl “ 1)+ 0(1) (70)
1

as hi, ho — co. So Lemma 2 is proven for N = 2. O

Proof of Lemma 3: We will show that I3(hi,hs),
I4(hy, ha), and I4(ha, hy) all converge to zero as hy, hy — 00
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without any constraint on dependence of thresholds, and then
examine how I5(h1, ho) behaves as hq,hy — oo under con-
straint (26).

First, Result 1 implies that

|Ig(h1,h2)| =0 (e_hl‘J—;hQ) s as h17h2 — 0Q; (71)

Result 2, as well as (66) in Result 3 imply that

|14(h1, ha)| < 166~ B(hy) > ’u (91(11))‘
n>1

cos? 97(3) cosh? 7@

X
12 cosh? (@ + 2 cos? Q)
16 _m
< —26_’7B(h2) Z ’u (97(11)) ‘ cos? 6
M1 n>1

-0 (e*'%) (72)
as hi, he — oo. Similarly
ha
|I4(h2,h1)| =0 (6_7) , as }L17}L2 — OQ. (73)

Now let us assume j1; < 12 and we choose hy, ho according
to (26). By Result 3

SB(}Ll)B(hQ)
13/ cosh? n®) + 3 / cosh® n(®

(e

2 , 91—
_I_u_ge_Q(n(l)_n(z)) (1 N e,gnm) 1

15(h1, h2)

H1
% 2B(h1)23(h2)eh162n(1)—h1
H1
2
= ?[ehl + ““lower exponents"] (74)
1

as hi,hy — oo.
Formulas (70)—(74) imply the asymptotic formula in Lem-
ma 3 for N = 2. O

Proof of Lemma 1: We need only to change the computa-
tion of I5(hy, ho) in Lemma 3 to get Lemma 1. By Result 3

4

I5(h1,ho) = —[B(h1)]? cosh? 7t
Hy

4
= —26h1 [1 + 277(1)6_2”(1)
H1

2
—on(D) g, (D)
—3e72m —I—O(e 3n )}

2
m_ —op()
x 2N hl(l—i—e n )

= izehl
My

—ge—2"” +o (6_37](1))}
1 1 1 2
X [1 — 477(1)6727]( )+0 (67377( ))](1‘1'6727]( ))

1
= _2€h1 [1 — ge— ™ +o (e_?’”(l))]
M1

[1 + 47](1)6_2”(1)
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(75)

]. 3
- h [ aeo().
H

as hl, hg — 0OQ.
Formulas (70)—(73) and (75) imply the asymptotic formula in
Lemma 1 for N = 2. ]

Let us prove the four preliminary results we have just now
used.

Proof of Result 1: To simplify notation, let us denote p; =
2/h;, i = 1,2. Then

Z u (97(,%)) U (053))

m,n>1

cos? 9,(&) 2 9512)

13 cos? 0%2) + u3 cos? 9,(,})

COS

o) §(2) cos? OV cos? 42
’u(m)u(n)‘ 2 29(2) 2 91
m,n>1 py cos? By + ps cos? by,

<>
< Z w1 (p197(,p,]029£2))p1p27
m,n>1

where
1

(T4 22)(1+92) (43 + 13 + pda? + pdy?)
Since (plﬂg) P2 9(2)) € ((2m — )BT, (2m + 1)&T) x

((2n —1)2%,(2n 4 1)22%), by monotone decreasing property
of wy in both variables in the first quadrant, we have

wl(x7y) =

m,n>1

O
Proof of Result 2: Let us denote p; = 2/h;,i = 1,2. Then

Z (())cosa <Z’ (a‘)‘cos ofld)

n>1 n>1
< Z Wa (p20l§f)) Di
n>1
where
1
wo(z) = 4(1 T
Because p;o,) € ((2n — )&%, (2n + 1)%F), and wy is de-

creasing on the positive half ax1s we have

Z (pga(l)) ; < 1 /OO wo(x)dx — 1

T J_Pi™ i
m,n>1 2

asp; — 0. O
Proof of Result 3: Equation (65) is easily verified. By (65)

-1

n; sinh? p(?) n®
B(h;) =2e™ 2 — | 1— . .
(hi) = 2e77 cosh n(® < sinh (9 cosh 77(1)>
o2 -
O (1 —e ) < 477(2')@—271“)) !
—¢ 3 1-— -
1— e—4'q(l)

1+ e—Z'q(i)

— 1429021 _ g~ L 0 (6—2"")) . (76)

1 oo OO
> w (plﬂﬁ,),pz@@)) pip2 < —2/ / w (x, y)dzdy.
™ Jo Jo
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Proof of Result 4: Applying the Schwarz inequality to
I;(hy, ha), we have

|.[1 h17 h2

\// [Po (T}, > t)] dt\// A(hs,t)]2dt
< \//0 Py (T, > t) dt\//o [A(hg, t)]2dt

32 w0 u(6$?)
\/EO{TI;} u_%e_hz Z

3 sec? 97(3) + sec? 97(12)

IN

8
<
Hip2

\/e—h2 [h1+e T —1]-C

where we used (11) and Result I in the last line. Clearly, with
linear dependence between hy and hs

[11(h1, ha)| = o(1),

as hl,hz — OQ.

So (67) is done.
To prove (68), note that

[I2(h1,he) — Eo {Ty, }| < Eo {T}, } |B(h2) — 1]

oo —;th
/ Py (T, > 1) (e 8 cosh? n(2) )dt
0

By (11) and (66), the first term in (77) converges to zero as
h1,hs — oo. We need to show the integral in the second ab-
solute value tends to zero as hq, ho — oo. We have

~ B
0< / Py (T;il > t) <1 — e 8cosh24(2) | ¢
0

S hy

: __mpt
= “i Py (T}%1 > t) (1 — e 8cosh29(® | (¢

+B(hs) a7

0
oo Hgf
+/ Py (T}}1 >t) 1 —¢e 8ecosh24() | (¢t
£l
1
= H(hi,h2) + T(hi, hs).

By using the fact that 1 — e™* < x, H(h1, h2) can be bounded
as follows:

0 S H(hh hz)

i h
< ! Py (Th1 > t) le —12
0 13 cosh? n(2
<m_ M /OOP(T1 > t) dt
= 1 cosh? @ Jo 0\
e

Eo{T;, }

13 cosh? 7(2)
/l,_% hl(hl + e_hl _ 1) 4/1,2 h2 —277(2)
It cosh? n(2) ot

|
o

which goes to zero as hy, he — oo due to (65).
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Moreover

0 S T(hhhz) S /

5 hy
H1

w (91 cos? gD e (et 61 =2)

oo

Py (T, > t)dt

16
-3
1 n>1

5 TP () e =0 (%)

where the last line is because of Result 2. So (68) and (69) (by
similar argument) are done. O

Now let us consider the N-CUSUM with N > 2. With sim-
ilar derivation as above, we can extend our Result 1, Result 2,
and Result 4 to deal with the general case. In this manner, we can
determine the asymptotic formula for the detection delay J (™)
(Lemma 2 for N > 2) to be

2
JN(Ty) = ?(hl —1)+0(1) (78)
1
and the mean time between false alarm to be
Eoo ..... oo{TTL}
8B(hy)...B(h
(k1) (hx) +0(1). (79)

- 3/ cosh® M + ... + 3,/ cosh? (™M)

By using Result 3, we can compare h; with 7(*) and obtain the
asymptotic formulas in Lemma 1 and Lemma 3 for any N > 2.
Finally, let us prove Lemma 4.

Proof of Lemma 4: From the preceding discussion we need
only to get the asymptotic formula of (79).
This can be seen as shown in (80) at the bottom of the page.
Equations (78)—(80) imply the asymptotic formula in Lemma 4
and finish the proof. O

APPENDIX B
THE DISCRETE-TIME MODEL

As before, we prove the results for N = 2. The general case
for N > 2 will be discussed afterwards. We have the following
preliminary result to help us.

Result 5: If there exists an > 0 such that by — ahy = O(1)
holds asymptotically as hq, ho — oo, then we have

A,
Clim [Baa{Ti} - BO{TL Y =0 62
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In the following paragraph we shall prove our lemmas for
N = 2 in the order: Lemma 6 — Lemma 7 — Lemma 5. Then
we discuss the asymptotic behavior of the N-CUSUM for N >
2, and prove Lemma 8 at the end.

Proof of Lemma 6: From Result 5 and (48), we have under
the constraint (55) that

TD(Tr) = By oo{Th} + o(1)
=FEoo1{Tn} + o(1)

(h1 4 B1 + K1) +o(1) (83)

Y
15
as hy, ho — 00. So Lemma 6 is proven for N = 2.

Proof of Lemma 7: We begin by using Lemma 1 of [23] (or
Theorem 3 of [13]) to obtain
1

Eoo,oo{Tﬁ} =
13, (Ry)2em + 1) (1o et

[1 4 0(1)]

(34)
as hi, ha — oo. Now let us assume Ig(,g) < Iéf), and choose h;
and ho according to (55). Then

1

TO (R1)2e '[1+o(1)]

(85)

as hl, h2 — OQ.
Formulas (83) and (85) imply the asymptotic formula in
Lemma 7 for N = 2. (]

Proof of Lemma 5: We just need to let Ié(l)) = 153)7 Ry =
Rs, and hy = hs in (84) to obtain
(86)

Fooo{Th} = e [14 o(1)]

215 (R1)?

as hl, h2 — OQ.
Formulas (83) and (86) imply the asymptotic formula in
Lemma 5 for N = 2. (]

Let us prove the preliminary result we have just now used.

Proof of Result 5: Without loss of generality we will only
give the proof of (81). We observe that’

T T2
By oo{Th} = ethl"”{ i ’”}

e}LQ e}LQ

o) Tl T2
— ¢t / P (—,’11 > t) Ps < > t) dt
Jo etz e’z

"The integral representation is used for convenience. However, it should be
realized that every integral is actually a summation.

8B(hy)...B(hy)

3/ cosh® W 4 ... + p3;/ cosh?® (V)
SB(}Ll) ce B(}LN)

" kp2/ cosh? n(t) 4 131/ cosh? n(k+1) 4 . 4 42 / cosh? n(V)

2 h NN "
= —5[e"" 4 “lower exponents"].
ki

(80)
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o oy (T Proof of Lemma 8: We just need to get the asymptotic for-
=er [ PO >y ae
- o 1 eh2 = mula of (87) when b satisfies (55). This can be seen as follows:
-1
(e} Tl _
2 1 hi (7 2 h;
—el / P1( ) T >t Z I
Jo
T2 -
_ ho _ (z 2 7h1 (z 2 7}L1
X 1= Poo | 52 2t || dt = ZI + zk;—lj R;
i -1
= PY(TE > ) du
/0 1 ( hy = ) _ Zl(v 2 —h [1 +0(1>]—1
(e} Tl
— / PV S 2t eh
Jo e = (1) [1+0(1)]
- Sy ()2t
X 1= Poo | 2 >t | dt el
el = (1) [1 + 0(1)]
oy 1) Sk (Ra)2e i)+ s =m)
=F; {Thl} — Ig(h1, h). o
= (1) [ +0(1>] (83)
To prove (81), it suffices to show Ig(hi, hs) tends to zero as I Zz— (Ri)?r;

h1,ho — oo. By using Lemma 1 of [23] (or Theorem 3 of [13]),

we have for large hs as h; — oo,¢ = 1,..., N. Formulas (83) and (88) imply the

asymptotic formula in Lemma 8 and complete the proof. O

T}
_ _ho (1) hy _ -t
Is(hi,ho) = e /0 PV Szt = e [+ o)t ACKNOWLEDGMENT
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